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Bezos, Zuckerberg, Pichai attend
Trump's inauguration

BBC News, 20 januan 2025

cleura

Amazon — Jeff Bezos
Google — Sundar Pichai
OpenAl — Sam Altman
Apple — Tim Cook

Meta — Mark Zuckerberg

Alla dessa deltog nar Donald
Trump tilltradde som president.

An Iver company


https://www.bbc.co.uk/news/articles/cvgpqeq82rvo

=a Svenska Dagbladet © c

"It-avtal en risk for svensk beredskap” Det forefaller méiirkligt nog inte lingre som helt

osannolikt att USA:s president, som ett féorhandlingsutspel
i en pagaende handelspolitisk diskussion eller annan typ av
konflikt, genom ett presidentdekret instruerar Microsoft,
Google, AWS och andra amerikanska techleverantorer att
upphora med att ge svenska myndigheter tillgang till sina
tjanster.

Det far antas att dessa leverantorer forr eller senare skulle
folja ett sidant direktiv, kanske inte for att de vill utan for att
7 de maste, och att de dessutom kan gora det utan juridisk risk
Foto: Jessica Gow/TT enligt sina standardvillkor pa det sitt som vi beskrivit ovan.

De kan med andra ord inte, i vart fall inte pa avtalsrittslig
Myndigheter och samhiillsviktiga verksamheter som

accepterar amerikanska it-bolags standardvillkor ger

ifran sig en on/off-knapp till delar av den svenska stats-
férvaltningen. Det skriver tva advokater. vidare inte hallas ansvariga for den skada de dirmed orsakar.

grund, tvingas att ge svenska myndigheter atkomst till
tjiinsten eller till myndighetens egen information. De kan

Svenska Dagbladet, 5 mars 2025
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https://www.svd.se/a/Vz2zld/advokater-it-avtal-en-risk-for-svensk-beredskap
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Digitala beroenden kan drabba internationella institutioner

THE HAGUE, Netherlands (AP) — The
International Criminal Court ’s chief prosecutor
has lost access to his email, and his bank

= WORLD v US.v POLITICS v SPORTS v ENTERTAINMENT v BUSINESS v SCIENCE v MORE v accounts have been frozen

LIVE] Trump’s Middle East trip  ‘Diddy’ trial  ValeriaMarquez HBOMax  Boeing

Microsoft, for example, cancelled Khan’s
WORLD NEWS email address, forcing the prosecutor to move
to Proton Mail, a Swiss email provider, ICC

Trump’s sanctions on ICC prosecutor Jssiedse
have haItEd tribu nal’s Work Microsoft did not respond to a request for

comment.

(11

[Trump] said the court’s “malign conduct”
threatens “the sovereignty of the United States
and undermines the critical national security and
foreign policy work of the United States
Government.” ...

The White House did not respond to a
request for comment.

Cleuro An Iver company


https://apnews.com/article/icc-trump-sanctions-karim-khan-court-a4b4c02751ab84c09718b1b95cbd5db3

Digitala beroenden kan drabba universitet och foretag

— B South China Morning Post

US-China tech war Tech / Tech War

Microsoft abruptly cuts services to
Chinese university, genomics firm

Concerns about technological decoupling have risen
after Microsoft ended commercial services for some
clients in China

cleura

Guangzhou-based Sun Yat-sen University sent a
notice to faculty and students on Tuesday night
stating that Microsoft 365 services - including
OneDrive, OneNote, and SharePoint - will cease
operations on Thursday afternoon ... A staff
member on the university's IT help desk said it
was Microsoft's choice to terminate the school's
business account ...

The move comes just days after BGI Group, a
leading Chinese genomics company, suddenly
lost access to its own Microsoft services,
including the Outlook email system and OneDrive
cloud storage platform ...

Microsoft did not immediately respond to a
request for comment on Wednesday. It has not
made any public statements explaining the
reason for the suspensions.
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https://www.scmp.com/tech/tech-war/article/3305889/microsoft-abruptly-cuts-services-chinese-university-genomics-firm
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Digitala beroenden kan drabba nationer

PCMag UK > News

Adobe Pulls All User Access in
Venezuela Due to US Sanctions

The company is also refusing to offer customer refunds on paid

subscriptions, pointing to the sanction order from the Trump

administration, which was issued in August. User access to free

products in Venezuela will be blocked as well.

PCMag UK, 8 oktober 2019 0 MENU

NEWS > DEFENSE

eme.  POLITICO

2 Home (. Latestnews EU-USrelations German election WarinUkraine

FINANCIAL TIMES 2 Financial Times, 9 mars 2025

EU defence
Can the US switch off Europe’s

weapons?

Long hooked on American defence exports, allies
feel buyers’ remorse over hardware dependent on

Washington support

LOGIN

Newsletters Podcasts

US curtails Ukraine access to

satellite imagery

Maxar, a leading provider of commercial satellite imagery to Ukrainian users,
says the Trump administration suspended access in Ukraine.

Cle U ro Politico, 7 mars 2025

@he Washington Post

Democracy Dies in Darkness

Trump tariffs  Global economy U.S.imports Trade demands  Tariff pause  Impacton pi

U.S. pushes nations facing tariffs to
approve Musk’s Starlink, cables show

Some countries have turned to the satellite internet firm in conjunction with
trade talks, State Department staffers wrote. The U.S. has a strategic interest in
countering Chinese internet providers, but Musk’s role complicates the picture.

May 7, 2025

Washington Post, 7 maj 2025

An lver company


https://uk.pcmag.com/news/122949/adobe-pulls-all-user-access-in-venezuela-due-to-us-sanctions
https://www.politico.eu/article/us-satellite-company-maxar-cuts-off-ukraine-access-imagery-report-says/
https://www.ft.com/content/1503a69e-13e4-4ee8-9d05-b9ce1f7cc89e
https://wapo.st/3YEYyay
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Digitala beroenden kan drabba nationer

@ e s ver ey © G Danmark ar “djupt beroende” av USA

Seneste Trump i Det Hvide Hus Krigen i Ukraine Politik Krimi Samfugnd Udland Det raoder ingen tvekan Om att USA pOtentiellt har
USA kan lukke Danmark ned pa en time, en stor knapp att trycka pa néar det géller

siger ekspert amerikanska teknikféretag, om de skulle

Der er ingen konkret trussel fra USA om at "trackke bestamma SIQ for att gdra det.

stikket" til Danmark — men eksperter er enige om, at man
bgr se sig om efter alternativer.

- Om amerikanerna bestdmmer sig for att stédnga
ned amerikanska molntjanster klockan atta pa
mandag morgon, kommer Danmark att sta stilla
klockan nio, sédger [Jacob Herbst, talesperson for
danska regeringens cybersékerhetsrad och CTO
for cybersékerhetsforetaget Dubex].

Danska foretag och offentlig sektor &r “djupt
beroende” av amerikanska molntjénster fran till
exempel Microsoft och Apple, forklarar han.

(7N
Alphabet Meta
nmark er c de ame

Da dybt afhaengig af erikanske techvirksomheder, og det kan blive et problem,
mener flere eksperter, som TV 2 har talt med. Foto: TV 2 Grafik / Janne Bekker

TV2.dk, 10 april 2025

Cle U ro An Iver company


https://nyheder.tv2.dk/udland/2025-03-25-usa-kan-lukke-danmark-ned-paa-en-time-siger-ekspert
https://nyheder.tv2.dk/udland/2025-03-25-usa-kan-lukke-danmark-ned-paa-en-time-siger-ekspert

Irump: EU ar varre an Kina

0 MENU B EUROPE - POLITICO LoGN U.S. President Donald Trump said Monday that

the European Union is worse than China, hours

@ Home ( Latestnews EU-USrelations WarinUkraine Romaniaelection Poland election Newslef after Washington and Beljlng agreed to slash
. i respective punitive tariffs and de-escalate their
Trump: The EU is ‘nastier than trade war.
China’ "Euro on is i '
pean Union is in many ways nastier than

China, okay?" Trump said, as he lashed the bloc.
"Oh, they'll come down a lot. You watch. We have
all the cards. They treat us very unfairly."”

U.S. president launches blistering new trade attack against Brussels, as he

agrees to cool tariff war with Beijing.

Cle U ro An Iver company


https://www.politico.eu/article/trump-eu-nastier-than-china/
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Nederlanderna, Tyskland och Danmark agerar

i Reuters MyNews Q = L
Dutch parliament calls for end to Minister vil bekaempe tech-
dependence on US software companies afhaengighed: Arbejder pa exit-

plan fra amerikansk cloud
By Toby Sterling

Digitalisering - 25. april kl. 10:41 5 kommentarer

T

March 19, 2025 5:32 PM GMT+1 - Updated 2 months ago

= Bloomberg 2 \

Trump’s Tariffs: Fresh Threats | US-UK Pact | US-China Tariff

Politics | Europe

Germany’s Merz Says US Tech
Perks Could Be Target in Trade War

Cle U ro An Iver company


https://www.reuters.com/world/europe/dutch-parliament-calls-end-reliance-us-software-2025-03-18/
https://www.version2.dk/artikel/minister-vil-bekaempe-tech-afhaengighed-arbejder-paa-exit-plan-fra-amerikansk-cloud
https://www.bloomberg.com/news/articles/2025-05-26/germany-s-merz-says-us-tech-perks-could-be-target-in-trade-war
https://www.bloomberg.com/news/articles/2025-05-26/germany-s-merz-says-us-tech-perks-could-be-target-in-trade-war

Microsofts tillkannagivande

Analys av Microsofts nya
“europeiska digitala dtaganden”

Publicerad: 5 maj 2025 / Uppdaterad: 9 maj 2025
Kategori: Perspektiv

Analys av Microsofts nya “

europeiska digitala ataganden”

cleura

EU Data Boundary

Investeringar i
Europa

Europeiska lagar och
avtal

En europeisk
overvakande styrelse

Bestrida order om att
stanga av tjansterna

Partnerskap for
kontinuitet, lagring
av kod

Sédkerhet och
kryptering

Slutsatser

Ytterligare lasning

For vissa atgarder anges inte ens vilket
problem atgarden ar avsedd att |0sa.

Andra atgarder ma vara dyra, utan att [6sa
grundproblemet.

Microsofts installning till att folja lagen ar
sarskilt intressant. Foretagets President Brad
Smith har i ett kongressforhor uppgett:

"Det finns tva typer av ldnder i vérlden, de
som kraver efterlevnad av alla lagar de stiftar
och de som stiftar vissa lagar men inte alltid
kréaver att de efterlevs.”

An lver company


https://cleura.com/sv/molnguiden/perspektiv/analys-av-microsofts-nya-europeiska-digitala-ataganden/
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GDPR - overvakning fran tredjeland C

Amerikanska myndigheter kan tvinga amerikanska
molnbolag att lamna ut data aven om denna data
lagras pa europeiska dotterbolags servrar i EU.

Det kallas extraterritoriell lagstiftning.

GDPR anger att bitraden (t.ex. molnleverantorer) ska
vidta atgarder for att sakerstalla att personal
endast behandlar personuppgifter enligt kundens
instruktioner, savida inte EU-ratten eller en
medlemsstats nationella ratt alagger personalen
att gora nagot annat.

Se artikel 28.3 a, 29 och 32.4 GDPR.

Se aven rapporten Vad din verksamhet behover veta
Cleur(] om det tredje adekvansbeslutet.

An Iver company


https://cleura.com/sv/molnguiden/rapport/vad-din-verksamhet-behover-veta-om-det-tredje-adekvansbeslutet/#h-amerikansk-extraterritoriell-inhamtning
https://www.imy.se/verksamhet/dataskydd/det-har-galler-enligt-gdpr/introduktion-till-gdpr/dataskyddsforordningen-i-fulltext/#A28
https://www.imy.se/verksamhet/dataskydd/det-har-galler-enligt-gdpr/introduktion-till-gdpr/dataskyddsforordningen-i-fulltext/#A29
https://www.imy.se/verksamhet/dataskydd/det-har-galler-enligt-gdpr/introduktion-till-gdpr/dataskyddsforordningen-i-fulltext/#A32
https://cleura.com/sv/molnguiden/rapport/vad-din-verksamhet-behover-veta-om-det-tredje-adekvansbeslutet/
https://cleura.com/sv/molnguiden/rapport/vad-din-verksamhet-behover-veta-om-det-tredje-adekvansbeslutet/

Missbruk av amerikansk overvakning 1/2

C
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| oktober 2015 framkom att NSA brutit mot ett
overvakningsavtal med sin tyska motsvarighet.

Nastan 70 % av de selektorer som Tyskland undersokte,
och som NSA ville bedriva 6vervakning mot, avsag
regeringsorgan i EU-lander. Aven europeiska foretag var
maltavlor.

Kélla: Spiegel,

| juli 2020 avslojades att en amerikansk sakerhetstjanst
olagligen upprattat underrattelserapporter om journalister.

Kéllor: The Washington Post,
och Lawfare,

An Iver company


https://www.spiegel.de/politik/deutschland/nsa-selektorenliste-kurt-graulich-spricht-von-klarem-vertragsbruch-a-1060280.html
https://www.washingtonpost.com/national-security/dhs-compiled-intelligence-reports-on-journalists-who-published-leaked-documents/2020/07/30/5be5ec9e-d25b-11ea-9038-af089b63ac21_story.html
https://www.washingtonpost.com/national-security/dhs-compiled-intelligence-reports-on-journalists-who-published-leaked-documents/2020/07/30/5be5ec9e-d25b-11ea-9038-af089b63ac21_story.html
https://www.lawfaremedia.org/article/what-if-j-edgar-hoover-had-been-moron
https://www.lawfaremedia.org/article/what-if-j-edgar-hoover-had-been-moron

Missbruk av amerikansk overvakning 2/2
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| juni 2021 publicerade Microsofts President Brad Smith en
debattartikel i Washington Post dar han beskrev hur missbruket
av hemlig dvervakning fortgatt under saval Trump som tidigare
presidentadministrationer.

Kélla: The Washington Post,

| maj 2023 avslojades att FBI gjort fler an 278 000 otillborliga
sokningar i en underrattelsedatabas med FISA 702-information.

Kaéllor: The Wall Street Journal,
och The Register,
. The Register att det bland de dévervakade
fanns en amerikansk senator, en delstatssenator och en domare pa delstatsniva.

An Iver company


https://www.washingtonpost.com/opinions/2021/06/13/microsoft-brad-smith-trump-justice-department-gag-orders/
https://www.wsj.com/articles/fbi-improperly-searched-spy-database-for-information-on-americans-court-says-2f12bcd
https://www.wsj.com/articles/fbi-improperly-searched-spy-database-for-information-on-americans-court-says-2f12bcd
https://www.theregister.com/2023/05/22/fbi_fisa_abuse/
https://www.theregister.com/2023/05/22/fbi_fisa_abuse/
https://www.theregister.com/2023/07/22/us_senator_caught_in_section_702/

Lamplighetsbedomning enligt OSL 1/3 C

Ar 2023 infordes en sekretessbrytande
bestammelse i 10 kap. 2 a § offentlighets- och
sekretesslagen (OSL).

Sekretessbelagda uppgifter far lamnas till en it-
leverantor om utkontrakteringen klarar en
lamplighetsbedomning.

Lamplighetsbedomningen bor avse samtliga
omstandigheter som ar relevanta for
utkontrakteringen.

Sekretessgenombrott vid utlamnande for teknisk bearbetning eller

teknisk lagring av uppgifter, prop. 2022/23:97

cleura

An lver company


https://www.regeringen.se/contentassets/0903061f79204084b6acf4ce1a978830/snicks-a4-inlaga-webbomslag.pdf
https://www.regeringen.se/contentassets/0903061f79204084b6acf4ce1a978830/snicks-a4-inlaga-webbomslag.pdf

Lamplighetsbedomning enligt OSL 2/3 C

Sekretessgenombrott vid utlamnande for teknisk bearbetning eller

teknisk lagring av uppgifter, prop. 2022/23:97

cleura

En mangd omstandigheter ska beaktas for att sakerstalla
ett andamalsenligt skydd, relaterat till:

 myndigheten,

« tjansteleverantoren,

« arten och omfattningen pa informationen som lamnas ut,
* intresset som sekretessen skulle ha skyddat,

« it-tjansten i fraga,

- avtalsforhallandet mellan myndigheten och
tjiansteleverantoren,

« den allmanna nationella och internationella
sakerhetssituationen.

An lver company


https://www.regeringen.se/contentassets/0903061f79204084b6acf4ce1a978830/snicks-a4-inlaga-webbomslag.pdf
https://www.regeringen.se/contentassets/0903061f79204084b6acf4ce1a978830/snicks-a4-inlaga-webbomslag.pdf

Lamplighetsbedomning enligt OSL 3/3 C

Myndigheten ska dessutom beakta:

A

Sekretessgenombrott vid utlamnande for teknisk bearbetning eller
teknisk lagring av uppgifter, prop. 2022/23:97

cleura

faktorer for att sakerstalla forutsagbarhet och
sakerhet vid uppgiftshanteringen,

avtalsvillkor som riskerar att berova den offentliga
myndigheten kontrollen over informationen,

tjansteleverantorens affarsmodell,

om utkontrakteringen kan 6ka riskexponeringen for den
utlamnade informationen, till exempel om
informationen ar samlokaliserad med information som
tillhor andra myndigheter eller organisationer,

de geografiska platser dar informationen ska
behandlas,

om underleverantorer potentiellt kan fa tillgang till
informationen.

An Iver company


https://www.regeringen.se/contentassets/0903061f79204084b6acf4ce1a978830/snicks-a4-inlaga-webbomslag.pdf
https://www.regeringen.se/contentassets/0903061f79204084b6acf4ce1a978830/snicks-a4-inlaga-webbomslag.pdf
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NIS2 — ny cybersakerhetslag 1/2

cleura

Artikel 21.2 — grundlaggande atgarder ska utvarderas och innefatta

—

= b

ol

2> Tl

incidenthantering,
kontinuitetshantering,
sakerhet i leveranskedjan,

sakerhet vid forvaryv, utveckling och underhall av natverks- och
informationssystem inklusive hantering av sarbarheter och
sarbarhetsinformation,

strategier och forfaranden for anvandning av kryptografi och
Kryptering,

personalsakerhet,

strategier for atkomstkontroll och tillgangsforvaltning,
sakrade losningar for kommunikation, och

|6sningar for autentisering.

Atgarderna ska utga fran ett allriskperspektiv och en riskanalys och
vara proportionella i forhallande till risken.

An Iver company



NIS2 — ny cybersakerhetslag 2/2 C

Artikel 21.1 — Riskhanteringsatgarderna ska bl.a. syfta
till att forhindra eller minimera incidenters paverkan pa
mottagarna av verksamhetens tjanster.

Nar en verksamhet bedomer vilka atgarder som ar
tillrackliga ska verksamheten beakta att incidenter kan
fa samhalleliga och ekonomiska konsekvenser.

NIS2 kraver alltsa hansyn till mer an bara egenintresset.

cleura

An Iver company



Nationell strategi for cybersakerhet 1/3 C

Nationell strateg for cybersakerhet 2025-2029

' Enny era av cybersakerhet | Avser 2025-2029

« Forsamrat sakerhetspolitiskt lage
 Okade cyberhot

» HOgre krav pa Sveriges formaga att
skydda och starka samhallets
funktioner — aven i cyberdomanen

Cleura An lver company


https://www.regeringen.se/informationsmaterial/2025/03/nationell-strategi-for-cybersakerhet-2025-2029/

C

Nationell strategi for cybersakerhet 2/3

| Enny era av cybersakerhet

Nationell strategi for cybersakerhet 2025-2029

Nationella cybersdkerhetsstrategin, s. 21

cleura

Verksamheter blir sarbara om de inte har beaktat
sina beroenden till externa it-drifttjanster och
leverantoren misslyckas med att leverera sin tjanst.
Verksamheter riskerar att sakna alternativa losningar.

Det kan innebara allvarliga risker om manga
organisationer ar beroende av samma tjanst.

Vid en oligopol- eller monopolsituation minskas
kundens flexibilitet och valmajligheter.

An lver company


https://www.regeringen.se/informationsmaterial/2025/03/nationell-strategi-for-cybersakerhet-2025-2029/
https://www.regeringen.se/informationsmaterial/2025/03/nationell-strategi-for-cybersakerhet-2025-2029/
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Nationell strategi for cybersakerhet 3/3

| Enny era av cybersakerhet

| Nationell strategi for cybersakerhet 2025-2029

Nationella cybersdkerhetsstrategin, s. 21

cleura

Beroenden av digitala tjanster fran organisationer
baserade i tredjeland, kan vara olampliga och
utgora en sarbarhet som kan anvandas som
politiskt patryckningsmedel.

Okanda brister samt brister i kravstallning mot en
it-leverantor med manga kunder riskerar att
leda till stora storningar inom saval privat som
offentlig sektor i Sverige.

Konsekvensen av att licensavgifter hojs, eller att
tjanster upphor, riskerar ocksa bli stora.

An lver company


https://www.regeringen.se/informationsmaterial/2025/03/nationell-strategi-for-cybersakerhet-2025-2029/
https://www.regeringen.se/informationsmaterial/2025/03/nationell-strategi-for-cybersakerhet-2025-2029/

C

Det ovantade har blivit det normala

» Brexit (folkomrostning 2016, verkstalldes 2020)

* Trump blir USA:s president (2017-2021)

« Covid-19-pandemin (2020-2023)

* Rysslands storskaliga invasion av Ukraina (2022-)

* Microsoft hackas, kritiseras hart (2023-2024)

« USA:s overvakningssystem hackas (2024)

 Trump blir USA:s president igen (2025-)

Cleura An lver company


https://www.cisa.gov/resources-tools/resources/CSRB-Review-Summer-2023-MEO-Intrusion
https://www.wsj.com/tech/cybersecurity/u-s-wiretap-systems-targeted-in-china-linked-hack-327fc63b

cleura
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Tyska tederala statens Microsoft-kostnader

C

& heise online

Germany: License costs for Microsoft at a high level,

overall new record

The Ministry of Finance initially wanted to keep the figures for 2023 secret, but the protest

was too great. One budget politician speaks of exploding costs.
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@ ©

“Perli has been asking the executive branch about the
costs [of the federal administration for software licenses
and IT services such as consulting, maintenance and
cloud or server services], which are rising massively
every year, since 2018.”

”... based on the figures provided, Microsoft costs
have risen sharply by more than 250% since 2017 ...”

heise online, 1 juni 2024

An lver company


https://www.heise.de/en/news/Germany-License-costs-for-Microsoft-at-a-high-level-overall-new-record-9744371.html
https://www.heise.de/en/news/Germany-License-costs-for-Microsoft-at-a-high-level-overall-new-record-9744371.html

Danska kommuners Microsoft-kostnader

C

Danska kommuners Microsoft-kostnader (miljoner DKK)
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Uppgifter fran Version2.dk (2024-03-04)

538

2023

Ar 2018 betalade danska kommuner minst 313
miljoner danska kronor till Microsoft, ar 2023 ligger
siffran pa cirka 538 miljoner.

En 6kning med o6ver 70 procent pa sex ar.

Danmarks liberala digitaliseringsminister har till
Version2 kommenterat beroendet som ”i grunden
problematiskt” och sagt att "Nar teknikjattar anvander
sin dominerande stallning for att hdja priserna utan att
vi kan valja bort dem, maste vi spendera annu mer
skattepengar utan att fa mer for pengarna.”

Microsoft sjalva ser inga problem med prissattningen,
som de har beskrivit som “rattvis”.

An lver company


https://www.version2.dk/artikel/dyk-ned-i-tallene-se-hvor-mange-penge-din-kommune-betaler-til-microsoft
https://www.version2.dk/artikel/tech-giganters-jerngreb-om-kommunerne-bekymrer-minister-det-er-helt-grundlaeggende-problematisk
https://www.dr.dk/nyheder/indland/kommunerne-er-dybt-afhaengige-af-microsoft-og-deres-udgifter-stiger-og-stiger
https://www.version2.dk/artikel/dyk-ned-i-tallene-se-hvor-mange-penge-din-kommune-betaler-til-microsoft

Region Kopenhamn sager upp 150 personer

C

Amerikanske it-giganter dominerer
danske myndigheder: »Der er nu en
monopollignende tilstand«

Digitalisering 27. oktober 2023 kl. 05:00 13
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cleura

| oktober 2023 rapporterade danska medier:

“Den offentliga sektorn upplever stora prisbkningar pa it-
licenser, sa stora att Region Hovedstaden i Danmark under
varen sade upp 150 medarbetare.”

Det var inte sarskilt avancerade losningar som berordes,
utan helt basala system som nu kostade mer an forut.

An lver company


https://www.version2.dk/artikel/amerikanske-it-giganter-dominerer-danske-myndigheder-der-er-nu-en-monopollignende-tilstand
https://www.version2.dk/artikel/prisstigninger-koster-150-it-job-i-region-h-det-er-helt-basale-systemer-som-bare-koster
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4. EuroStack
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Open Letter: European y for Strong Commi toS: Digital
Infrastructure

14 March 2025

Dear President Von der Leyen,

Dear Executive Vice-President Virkkunen,

The recent Munich Security Conference, subsequent US-announced measures and further
developments in US/EU relations have exposed the stark geopolitical reality Europe is now
facing. Building strategic autonomy in key Sectors is now a recognised urgent imperative
scross Europe. As part of this common effort, Europe needs to recover the initiative, and
become more its

i from logical - plattorms, media, Al frameworks and
models - to physical Infrastructure - chips, computing, storage and connectivity. Europe’s
current multiple dependencies create security and reliability risks, compromise our sovereignt
and hurt our growth,

It has been clear for some time that Europe itself out o its
needs to take proactive industrial action: it has enormous talent, capabilities, assets and

business record inthe digital space, but the legacy of our structural fragmentation (as describd
in the Draghi report) have led our Continent to fall significantly behind the US and China. Even
with the positive announcements at the Paris Al Action Summit, Europe will lose out on digital
innovation and produ growth without sweeping and urgent change - our reliance on non-|
European technologies will become almost complete in less than three years at current rates.

Itis time for radical action.

This diagnosis is well understood and has been clearly set out by the EuroStack initiative',
which over the past six months has championed a major effort to support digital sovereignty at
spearheaded the call for a bigger role for European industry in our digital supply chains.

EN
The signatories to this lottor arc diverse European businesses and associations which sharo thy 8

EuroStack assessment, and in particular its vision for an industry-led effort. We encourage you
andthe Commission to engage actively with this effort. What business needs is a pragmatic

industrial poli gy to reduce our while
focusing initiatives Europe’: challenges -
i f focus on than
tack of -topromote growth and security. Nc

@ volunteor, non-loby, unpaid collective of technologists and
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DEPLOYING

THE EUROSTACK:

WHAT'S NEEDED NOW.

TOWARD EUROPEAN

DIGITAL INDEPENDENCE:
‘BUILDING THE EURO STACK
* European Parliament, Brussels
1)) o/ 24 September 2024
14:15-19:15

In person, also livestreamed:

]

Fowinve KEYLESS S

MBRYONICS

ARUN
WAY

\§/ SHEMHA HEALTH

We are convening a unique set of leading experts from Europe and
around the world to illuminate and discuss the key building blocks of a
secure and accountable digital public infrastructure, and how they can be
constructed to ensure European digital independence.

Solvership % Soverin.

Conference agenda curated by:
Francesca Bria Senior Fellow Stiftung Mercator, and Honorary
Professor in the Institute for Innovation and Public Purpose,
UCL, London

Cristina Caffarra UCL
Meredith Whittaker President Signal Foundation
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